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ABSTRACT 
High-speed networks and ubiquitous Internet access become available to users for access anywhere at any time. Cloud computing 
is a concept that treats the resources on the Internet as a unified entity, a cloud. Cloud storage is a model of network online 
storage where data is stored in virtualized pools of storage which are generally hosted by third parties. Hosting companies run 
large data centers, and people who need their data to be hosted buy or lease storage ability from them. The data center operators, 
in the backdrop, virtualize the resources according to the requirements of the customer and expose them as storage pools, which 
the clients can themselves use to store files or data objects. Actually, the resource may span across multiple servers. Data 
robustness is a major requirement for storage systems. There contain many proposals of storing data over storage servers. One 
method to provide data robustness is to replicate a message such that each storage server stores a copy of the message. A 
decentralized erasure code is suitable for use in a distributed storage system. It constructs a secure cloud storage system that 
supports the function of secure data forwarding by using an AES and Proxy re-encryption.  In this model initial phase owner will 
upload the data with AES Encryption. Next phase, inside of cloud again the data has divided into small pieces, for this process we 
will apply a dividing key. Data will place in different storage lactations. The information of data storage will monitor by a unique 
data distributor. If the valid user accessing the data cloud will retrieve the data as reversible manner. 

 
KEYWORDS: Proxy re-encryption, Advanced Encryption standard, Decentralized Erasure code, DataRetrieval, Forward 

Error Correction.  
 

INTRODUCTION 

 

Designing a cloud storage system for robustness, privacy and functionality. The proxy re-encryption 

method supports encoding operations over encrypted messages as well as forwarding operations over encoded 

and encrypted messages. To supply data robustness is to replicate a message such that each Storage server stores 

a copy of the message. It is extremely robust because the message can be retrieved as long as one storage server 

survives. The number of failure servers is under the tolerance threshold of the erasure code, the message can be 

improved from the code word symbols stored in the available storage servers by the decoding process. This 

provide a tradeoff between the storage size and the tolerance threshold of breakdown servers. A decentralized 

erasure code is an erasure code that independently computes each code word symbol for a message. A 

decentralized erasure code is proper for use in a distributed storage system.  

A storage server failure is modeled as an erasure error of the stored code word symbol. We construct a 

secure cloud storage system that supports the function of secure data forwarding by using a threshold proxy re-

encryption scheme. The encryption method supports decentralized erasure codes over encrypt messages and 

forwarding operations over encrypted and encoded messages. Our scheme is highly distributed where storage 

servers independently encode and forward messages and key servers independently perform partial decryption. 
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II.Previous Work: 

The storage server to prove the irretrievability for stored data. Their method uses sentinel blocks in random 

positions such that the storage server cannot distinguish file blocks from sentinel blocks. That allows a storage 

server to prove that the stored data are correctly stored. Their method uses homomorphic verifiable tags such 

that stored data and integrity tags can be aggregated for batch verification. The homomorphic linear 

authenticator has linear communication complexity in the random oracle model. They left the open problem of 

proposing a provably secure PoR scheme that has linear communicationcomplexitywithout using the random 

oracle model. The problem via the notion of hardness amplification in complexity. The multiple cloud service 

providers store and maintain a user's data cooperatively.High data availability and efficient storage can be 

achieved simultaneously.Coding-based methods and data replicas are commonly used to achieve high data 

availability.Curtmolaetproposed a robust data checking scheme that encodes file blocks by using an error a 

cloud storage system, where each storage server only stores a number of symbols, and proposed High 

Availability and Integrity Layer (HAIL) for data availability and integrity checkThey used Reed-Solomon codes 

to construct a keyed hash function in HAIL, where the hash function is homomorphic on the same key. 

Proposed a remote data checking scheme for network coding based distributed storage systems. A storage server 

can repair acorrupted symbol by combining uncorrupted symbols into a new symbol, but the user is involved to 

generate an integrity tag for the new symbol. Cao proposed a Luby Transform (LT) code-based secure and 

reliable cloud storage system. 

III. Problem Statement: 

In straightforward integration method Storing data in a third party’s cloud system causes serious concern on 

data confidentiality. In order to provide physically powerful confidentiality for messages in storage servers, a 

client can encrypt messages by a cryptographic method before applying an erasure code method to encode and 

store messages. When he needs to use a message, he needs to recover the Code word symbols from storage 

servers, decipher them, and then decrypt them by using cryptographic keys. General encryption schemes protect 

data confidentiality, but also maximum the functionality of the storage system because a few operations are 

supported over encrypted information. The user can perform more computation and communication traffic 

between the user and storage servers is high. The user has to manage his cryptographic keys otherwise the 

security has to be broken. The data storing and retrieving, it is tough for storage servers to directly support other 

functions. 

 

IV.Proposed System: 

The problem of forwarding data to another user by storage servers directly under the command of the data 

owner. The system model that consists of distributed storage servers and key servers. As storing cryptographic 

keys in a single device is hazardous, a user distributes his cryptographic key to key servers that shall perform 

cryptographic functions on behalf of the user. These key in servers are highly protected by security mechanisms. 

Here Storage system has allocates by different data container. Once owner uploads the data with AES 

encryption mechanism, system again takes the data and makes Secure Data segregation process. All the data 

pieces will be save in different location in cloud storage. Here public distributor monitors all the data and 

corresponding positions where it is saved. When a proper client asking the data, cloud system will provide the 

data in reversible manner. So our system will prevent our data from both inside and outside attackers. 

 

a. Registration: 

For the registration of user with identity ID the group manager randomly selects a number. Then the group 

manager adds into the group user list which will be used in the traceability phase. After the registration, user 

obtains a private key which will be used for group signature generation and file decryption. 

 

b. Advanced Encryption Standard (AES): 

The Advanced Encryption Standard (AES) is an encryption algorithm securing sensitive the Data 

Encryption Standard (DES) and to a lesser degree Triple DES. The specification called as symmetric algorithm 

(same key for encryption and decryption) using block encryption (see block cipher) of 128 bits in size, associate 

key sizes of 128, 192 and 256 bits, as a smallest. It was to be easy to implement in hardware and software, as 

well as in limited environments (for sample, in a smart card) and offer good defenses against various attack 

techniques. The entire selection process was  

 

 

 

 

 

 

http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci212062,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci211545,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213893,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213695,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213594,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213004,00.html
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Fig. 1: System architecture 

 

Fully open to public scrutiny and comment, it being decided that full visibility would ensure the best 

possible analysis of the designs. In 1998, the NIST selected 15 candidates for the AES, which were then subject 

to preliminary analysis by the world cryptographic community, containing the National Security Agency.AES is 

based on a design principle known as a Substitution permutation network. It is fast in together software and 

hardware. Distinct its predecessor, DES, AES does not use a Feistel networkers has a fixed block size of 

128 bits and a key size of 128, 192, or 256 bits, whereas Rijndael can be specified with block and key sizes in 

any several of 32 bits, with a minimum of 128 bits. The block size has a maximum of 256 bits, but the key size 

has not at all theoretic maximum. AES operates on 4×4 column-major order matrix of bytes, called 

the state (versions of Rijndael with a larger block size have additional columns in the state). Maximum AES 

calculations are done in a special finite field. The AES cipher is stated as a number of repetitions of 

transformation rounds that convert the input plaintext into the final output of cipher text. Each round contains of 

several processing steps, with one that depends on the encryption key. A set of opposite rounds are applied to 

transform cipher text back into the original plaintext using the same encryption key. 

Advanced explanation of the algorithm 

1. KeyExpansion—round keys are derived from the cipher key using Rijndael's key schedule 

2. Initial Round 

1. AddRoundKey—each byte of the state is combined with the round key using bitwise xor 

3. Rounds 

1. SubBytes—a non-linear substitution step where each byte is replaced with another according to lookup. 

2. ShiftRows—a transposition step where each row of the state is shifted cyclically a certain number of 

steps. 

3. MixColumns—a mixing operation which operates on the columns of the state, merging the four bytes 

in each column. 

4. AddRoundKey 

4. Final Round (no MixColumns) 

1. SubBytes 

2. ShiftRows 

3. AddRoundKey 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2: Substitution permutation network 
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c. Sharing Data: 

The canonical application is data sharing. The public auditing property is especially useful when we expect 

the delegation to be efficient and flexible. The schemes allow a content provider to share her data in a 

confidential and selective way, with a fixed and small cipher text extension, by distributing to each formal user a 

single and small aggregate key. 

Some of major requirements of secure data sharing in the Cloud are as follows. Initially the data owner 

should be able to specify a group of users that are allowed to View his or her data. Any component within the 

group should be able to gain access to the data anytime, anywhere without the data owner’s interference. No-

one, other Than the data owner and the members of the group, should add access to the data, Including the 

Cloud Service Provider. The data owner should be capable to add new user to the cluster. The data owner should 

also be able to revoke access rights against any member of the group over his or her shared data. No member of 

the group should be allowed to cancel rights or join new users to the group. One trivial solution to achieving 

secure data sharing in the Cloud is for the data Owner to encrypt his data before storing into the Cloud, and 

hence the data remain Information-theoretically secure against the Cloud provider and other malicious users. 

When the data owner wants to share his data to a group, he sends the key used for data encryption to each 

member of the group. Any member of the group can then get the encrypted data from the Cloud and decrypt the 

data using the key and hence does not require the intervention of the data owner. 

 

d. Secure Cloud Storage: 

Data robustness is a major requirement for storage systems. There contain many proposals of storing data 

over storage servers. One method to provide data robustness is to replicate a message such that each storage 

server stores a copy of the message. A decentralized erasure code is suitable for use in a distributed storage 

system.Files stored in the cloud can be accessed at any time from any place so long as you have Internet access. 

Another advantage is that cloud storage provides organizations with off-site (remote) backups of data which 

reduces costs associated with disaster recovery. 

 

e. Proxy re-encryption: 

Proxy re-encryption schemes are crypto systems which allow third parties (proxies) to alter a cipher text 

which has been encrypted for one user, so that it may be decrypted by another user. By using proxy re-

encryption technique the encrypted data (cipher text) in the cloud is again altered by the user. It provides highly 

secured information stored in the cloud. Every user will have a public key and private key. Public key of every 

user is known to everyone but private key is known only the particular user.  

In order to preserve privacy, the clients will encrypt their data when they out- source it to the cloud. 

However, the encrypted forms of data significantly impede the utilization due to its randomness. Many hard 

works have been done for the purpose of data usage but without undermining the data privacy.  

Homomorphism: Given two cipher texts c1 and c2 on plaintexts m1 and m2 respectively, one can obtain the 

cipher text on the plaintext m1 +m2 and/or m1 ·m2 by evaluating c1 and c2 without decrypting cipher texts. 

Proxy re-encryption: Given a proxy re-encryption key, the proxy can transform a cipher text of one user to a 

cipher text of the target user. Threshold decryption: By dividing the private key into several pieces of secret 

shares, all clients can work together to decrypt the cipher text – the output of the function.Erasure codes the 

method of threshold proxy re-encryption. Decentralized erasure code technique can be used for distributed 

storage system. Distributed storage system depends taking place the secure cloud storage. Storage server and 

key server individuals two systems used for storage system. 

 Encryption using Blowfish algorithm, 

 
f. Erasure code technique: 

In information theory, an erasure code is a forward error correction (FEC) code for the binary erasure 

channel, which converts a message of k symbols into a longer message (code word) with n symbols such that 

https://en.wikipedia.org/wiki/Information_theory
https://en.wikipedia.org/wiki/Forward_error_correction
https://en.wikipedia.org/wiki/Binary_erasure_channel
https://en.wikipedia.org/wiki/Binary_erasure_channel
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the original message can be recovered from a subset of the n symbols. The element r = k/n is called the code 

rate, the element k’/k, where k’ denotes the number of symbols required for retrieval, is called reception 

efficiency. 

 

g. Optimal erasure codes: 

Optimal erasure codes have the property that any k out of the n code word symbols are sufficient to recover 

the unique message (i.e., they have optimal reception efficiency). Optimum erasure codes remain maximum 

distance separable codes (MDS codes).Optimal codes are often costly (in terms of memory convention, CPU 

time, or both) when n is large. Excluding for very simple schemes, applied solutions usually have quadratic 

encoding and decoding complexity. In 2014, Lin et al. [1] gave an approach with operations. 

 

h. Data retrieval: 

Reports and data are the two primary forms of the retrieved data from servers. There are some overlaps 

between them, but queries usually select a relatively small portion of the server, while reports show larger 

amounts of data. Queries also here the data in a standard format and usually display it on the monitor; whereas 

reports allow formatting of the output however you like and is normally retrieved. It is considered that data is 

represented in a structured way, and there is no ambiguity in data. In order to retrieve the desired data the user 

present a set of criteria by a query. 

 

Conclusion: 

Erasure codes are promising for improving the reliability of the storage system due to its space efficiency 

compared to the replication methods. Traditional erasure codes divide data into equalized data blocks and 

encode strips in different data blocks. This brings important repairing traffic when clients read parts of the data, 

since most data read for repairing are not in the expected blocks. This paper proposes a proxy re-encryption 

novel discrete data dividing method to completely avoid this problem. The key design is to encode strips from 

the same data block and for repairing failed blocks, and store distributed storage system can see. Therefore, no 

data is hacked. This design and implement of data layout like storage system. An experiment over a small-scale 

test bed shows that the proposed discrete data divided method avoids data corruption not needed for clients 

during the repairing operations. 
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